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On behalf of the U.S. Public Policy Council (USACM) of the Association for Computing Machinery
(ACM) we are submitting the following comments in response to the Submission for Review and
Comment on The Menlo Report.
With over 100,000 members, the Association for Computing Machinery (ACM) is the world’s oldest
and largest educational and scientific computing society. The ACM U.S. Public Policy Council
(USACM) serves as the focal point for ACM's interaction with U.S. government organizations, the
computing community, and the U.S. public in all matters of U.S. public policy related to information
technology. Our comments are informed by our collective experience in computing research, as well
as by the analysis underlying our previous comments1 to the Department of Health and Human
Services on proposed revisions to the Common Rule that governs federally funded human subjects
research. Should you have any questions or need additional information, please contact Cameron
Wilson, our Director of Public Policy, at 212-626-0541 or at cameron.wilson@acm.org
The Menlo Report is a useful first step in helping the information and communications technology
research (ICTR) community to better engage with the challenges of human subjects research. While
the document does summarize “a set of basic principles to guide the identification and resolution of
ethical problems arising in research of or involving information and communication technology”
(page 5), developing directly usable guidance for researchers requires both broader and deeper
consideration of these issues. We recommend the following as next steps in this process and provide
further details below:

•
•
•
•

Coll ect and analyze data on current practices before taking action.
Evaluate the advantag es and disadvantages of a variety of res earch ethics board
models, incl uding national and regional review bodies as well as IRBs.
Systematically consider related work and guidance from around the globe.
Include specialists in research ethics as part of the process.

The report makes an important effort to place the relevant issues in context by referring to the
Belmont report, but there are many other efforts in human subjects research ethics and in the
privacy of personal data that can usefully inform this process. Long-standing work in consumer
privacy and Fair Information Practice Principles (FIPPs) can inform how human subjects
information can be collected and protected in the context of ICTR. The European Union Data
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Protection Directive may also be a useful source for this process.
Furthermore, the Menlo Report arrives during an ongoing effort on the part of the Department of
Health and Human Services to revise its Common Rule. Given the impact that both of these efforts
might collectively have on human subjects research, particularly in the context of increasingly
intertwined biomedical and information technology research, it is imperative that thes e efforts
are harmoni z ed to the greatest extent possible. Uncoordinated guidance promulgated in
isolation runs a very real risk of engendering confusion without necessarily providing greater
protection for human subjects.
As written, the report conveys a sense that many human subjects research protections could be
uniformly applied to all ICTR. The report argues that this is the case for consent, the role played by
a Research Ethics Board (if any), and the kinds of research notice that should be required. However,
there are immense differences between, for example, empirical evaluation of interface testing,
network packet examination, anti-phishing research on users not directly enrolled in studies, and reidentification of de-identified data. A taxonomy of ICTR, along with recommended guidelines for
each major type, could help clarify the intended guidance. A comparison between a national uniform
standard and the current, extremely diverse practices of local Research Ethics Boards is also needed.
Toward that end, gathering data on current human subjects protection measures in different kinds of
ICTR would help better understand what changes – if any – may be needed to better protect human
subjects in the field. Consulting with current researchers in online privacy, data protection, data
minimization and other aspects of FIPPs, as well as with entities such as the DHS Privacy Office and
its Data Privacy and Integrity Advisory Committee will also be useful. The next report might also
benefit from including research ethicists from philosophy and law.
The Menlo Report is an excellent start, but it is indeed only a starting point. To draw the lines that
appropriately define ethical network research requires additional data, a broader range of participants,
and comparisons among models from across the globe. We applaud the participants in the Menlo
process for not only recognizing that the ICTR community needs to engage with the challenges of
ensuring effective human subjects protection in the research it conducts, but also for taking
important initial steps in this engagement. Going forward, we recommend seeking a better
understanding of current practices in ICTR human subjects protection. Case studies, data
compilations, and/or community surveys can help in this area. A taxonomy of ICTR research,
connected with the challenges of implementing the four principles outlined in the Menlo Report,
would also give researchers in the field a better understanding of what they owe research subjects in
terms of benefits, risks, justice, and respect for subject autonomy.
The participants in the Menlo process have taken a vital first step in a longer journey. The
suggestions above are meant to facilitate that journey. USACM would be more than pleased to assist
in the implementation of the recommendations made above.
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